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DATA PRIVACY NOTICE 
 

OCBC Bank 
The Gilbert, 2nd Floor, 40 Finsbury Square, London,  

EC2A 1PX, United Kingdom  
(Registered number BR000981) 

 

Oversea-Chinese Banking Corporation Limited (“OCBC Bank”), including its London branch established in the United 
Kingdom, is committed to protecting your privacy and securing your personal data in accordance with applicable laws. 
This data privacy notice (the “Data Privacy Notice”) explains the types of personal data we collect, how we use that 
data, who we share it with, and how we protect that data. It also provides you with information with respect to your 
rights. 

The information set out in this Data Privacy Notice will continue to apply even after the termination of your agreement 
with us for the provision of our services or products. 

Please read the following carefully to understand our views and practices with respect to personal data. 

Wherever we use ‘you’ we mean you or any person connected to you namely any authorised person, anyone who 
deals with us for you (e.g., trustees or executors, attorneys, external asset managers) and other related people 
(including but not limited to authorised signatories, partners, members, directors, beneficial owners of companies, 
beneficiaries of trusts). 

Wherever we use ‘we’ or ‘our’, this means OCBC Bank. Unless otherwise stated below, the data controller for the 

purposes of this Data Privacy Notice will be OCBC Bank. 

By submitting your personal data to us, you acknowledge that you have read and understood this Data Privacy 
Notice. 

 

1. What data is covered by this Data Privacy Notice? 

This Data Privacy Notice applies to personal data processed by OCBC Bank. Personal data means data that (either 
in isolation or in combination with other data) enables you to be identified directly or indirectly. 

 

2. What personal data do we collect from you and how? 

“Personal data” means any information relating to you as a data subject. As part of your business relationship with 
OCBC Bank we will collect your personal data directly from you and/or from public sources or authorised third 
parties (e.g., public authorities, trustees or executors, corporate and media sources) before and during your 
onboarding process, in the course our business relationship, and after the termination of our agreement if needed. 
As part of this, OCBC Bank will collect, process, and use the categories and types* of personal data (the “Processing 
Purposes”) about you as follows: 

 

 
IDENTIFICATION DATA 

 
PERSONAL INFORMATION 

 
CONTACT DETAILS 

▪ name 

▪ nationality and citizenship 

▪ passport or other 
identification details 

▪ gender 

▪ date and place of birth 

▪ signature 

▪ home address 

▪ work address 

▪ personal email 

▪ work email 

▪ personal telephone number 

▪ work telephone number 
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YOUR WORK & 
EDUCATIONAL 
EXPERIENCE 

YOUR FINANCIAL 
DETAILS 

BUILDINGS ACCESS 
MONITORING 
INFORMATION 

▪ occupation 

▪ work experience details 
(e.g., employment or 
retirement data) 

▪ education background 

▪ salary 

▪ financial and bank details 

▪ tax number and details 

▪ financial and transactional 
data (e.g. details about your 
accounts with us and 
payments to and from your 
accounts with us) 

 

▪ CCTV images 

▪ details of visits to our 
premises 

COMMUNICATIONS, STAFF INTERACTION, SOCIAL MEDIA, AND COMBINED DATA 

▪ emails, letters, and faxes 

▪ face-to-face meetings 

▪ chat data and instant messages 

▪ telephone calls (which may be recorded by us) 

▪ corporate and media broadcasts 

▪ public disputes/litigation data 

▪ correspondence between legal advisers and stakeholders 

▪ transcripts or minutes 

▪ decisions of shareholders or directors 

▪ posts on social media; such data is collected from publicly available social media only 

▪ personal data from you when you interact with our staff, including customer service officers, relationship 
managers, other representatives 

▪ combined data from third parties  

▪ data pertaining to social interactions between individuals, organisations, prospects and other stakeholders 
acquired from companies that collect combined data and data from fraud avoidance systems, including 
fraudulent activity 

▪ particulars of any complaints 

 

 

*The personal data types mentioned above are for example purposes only and the list is not exhaustive. 

In addition to the collection, processing, and use of the personal data, OCBC Bank may collect, process, and use 
the following special categories of personal data about you which are described as “Sensitive Personal Data”. 
Examples include:  

 

 
SENSITIVE PERSONAL DATA 

▪ Data about criminal records or civil litigation history (for example, for preventing, detecting and 
investigating fraud) 

▪ Data concerning the holding of public office or political/non-governmental organisations’ affiliations 
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3. Why does OCBC Bank need to collect, process, and use my personal data and what is the legal basis 
for doing so? 

Under UK data protection law, we must have a “lawful basis” for collecting and using your personal information. 
Which lawful basis we rely on may affect your data protection rights. 

 

 
PROCESSING PURPOSE 

 
LEGAL BASES 

(i)  To execute our agreement and manage the 
customer file, we conduct the required customer 
due diligence when you enter into a business 
relationship with us,  and our vendor due diligence 
process. 

▪ Necessary for performing a contract with you 
as the data subject 

▪ Legitimate interests of OCBC Bank 

▪ Compliance with legal obligations which OCBC 
Bank is subject to in relation to applicable laws  

(ii)  To enable us to process your transactions. ▪ Necessary for performing a contract with you 
as the data subject 

(iii)  Crime prevention, detection and prosecution, 
security, health and safety. 

▪ Legitimate interests of OCBC Bank 

▪ Compliance with legal obligations which OCBC 
Bank is subject to in relation to applicable laws  

(iv) Comply with applicable laws and regulatory 
obligations (including laws and regulations outside 
your country of residence), for example, laws and 
regulations relating to anti-money laundering, 
sanctions and anti-terrorism; comply with legal 
process and court orders; and respond to requests 
from public and government authorities (including 
those outside your country of residence). 

▪ Necessary for performing a contract with you as the 
data subject 

▪ Legitimate interests of OCBC Bank 

▪ Compliance with legal obligations which OCBC 
Bank is subject to in relation to applicable laws 

(v)  To allow the other offices of OCBC Bank and other 
subsidiaries, branches, representative offices, and 
other entities belonging to the OCBC Group of 
companies to carry out their supervisory and 
regulatory obligations where required. 

▪ Legitimate interests of OCBC Bank 

 

(vi)  Monitoring of regulated activities, training, and 
development. 

▪ Legitimate interests of OCBC Bank 

▪ Compliance with legal obligations which OCBC 
Bank is subject to in relation to applicable laws  

(vii) To facilitate fraud case handling and reporting. ▪ Necessary for performing a contract with you 
as the data subject 

▪ Legitimate interests of OCBC Bank 

▪ Compliance with legal obligations which OCBC 
Bank is subject to in relation to applicable laws  

(viii) To facilitate complaints handling and reporting. ▪ Necessary for performing a contract with you 
as the data subject 

▪ Legitimate interests of OCBC Bank 

▪ Compliance with legal obligations which OCBC 
Bank is subject to in relation to applicable laws  

(ix) Direct marketing. ▪ Legitimate interests of OCBC Bank 

▪ When we have your permission to do so 

 

To the extent that we process Sensitive Personal Data relating to you, we will rely on the following legal bases: 
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▪ The processing is necessary for the establishment, exercise or defence of a legal claim; 

▪ The processing is necessary for reasons of substantial public interests; 

▪ The processing relates to personal data made public by you; and/or 

▪ You have given us explicit consent. 

 

4. Do we use your personal data for direct marketing? 

We may send you marketing messages by email and/or contact you by telephone to provide you with information 
about our products and services. You have the right at any time to opt out of direct marketing at any time by 
contacting us using the contact details set out in the below paragraph 11 “How can you contact us?”. 

 

5. With which third parties do we share your personal data? 

Your personal data is intended for OCBC Bank but may be shared with third parties in certain circumstances: 

OCBC Group companies: In order to optimise the quality and efficiency of its services for its clients, the London 
branch of OCBC Bank established in the United Kingdom relies on the resources, skills and operational support of 
its head office in Singapore, as well as subsidiaries, branches, representative offices, and other entities belonging 
to the OCBC Bank group (collectively, the “OCBC Group”). 

We may share your personal data with the other OCBC Group entities in order to administer our services and 
products, provide you with customer support, process your instructions, understand your preferences, send you 
information about products and services that may be of interest to you and conduct the other activities described in 
this Data Privacy Notice. 

Additionally, we may share your personal data with the other OCBC Group entities where we have a legitimate 
interest for doing so e.g., to manage risk, to verify your identity, or to assess your suitability for products and 
services.  

Our service providers: We use other companies, agents, or contractors to perform services on our behalf or to 
assist us with the provision of our services and products to you. We may share personal data with the following 
categories of service provider: 

a. infrastructure and IT service providers, including for email archiving; 

b. marketing, advertising, and communications agencies; 

c. credit reference agencies; and 

d. external auditors and advisers. 

In the course of providing such services, these service providers may have access to your personal data. However, 
it is our policy to limit the categories of individuals who have access to personal data based on a ‘need-to-know’ 
principle to the extent necessary to perform their tasks. Furthermore, we will only provide our service providers with 
personal data which is necessary for them to perform their services, and we obligate them not to use your information 
for any other purpose. Our service providers are legally obliged to have appropriate measures in place to keep your 
personal data secure in accordance with applicable data protection and privacy laws. 

Third parties permitted by law: In certain circumstances, we may be required to disclose or share your personal 
data in order to comply with a legal or regulatory obligation (i.e., we may be required to disclose personal data to 
the police, regulators, government agencies or to judicial or administrative authorities). 

We may also disclose your personal data to such third parties where disclosure is both legally permissible and 
necessary to protect or defend our rights, matters of national security, law enforcement, to enforce our contracts or 
protect your rights or those of the public. 

Third parties connected with business transfers: We may transfer your personal data to third parties in connection 
with a reorganisation, restructuring, merger, acquisition, or transfer of assets, provided that the receiving party 
agrees to treat your personal data in a manner consistent with this Privacy Notice. 

We will not sell in any circumstances your personal data to third parties. 

Please note our website or communications with you may, from time to time, contain links to and from the websites 
of our partners or affiliates. If you follow a link to any of these websites, please note that these websites have their 
own privacy policies and that we have no control over how they may use your personal data. You should check the 
privacy policies of third-party websites before you submit any personal data to them. 
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6. Do we transfer personal data outside the European Economic Area and the UK? 

Your personal data might be transferred to, and stored at, a destination outside the European Economic Area (the 
“EEA”) and the UK including to locations which may not have the same level of protection for personal data as in 
the EEA and UK. When doing so, we comply with the UK GDPR, making sure appropriate safeguards are in place. 

For the purposes mentioned in the above Paragraph 5 “With which third parties do we share your personal data?”, 
personal data may be transferred to recipients located in other countries and territories, such as Singapore and 
Malaysia. When transferring personal data to other countries and territories, OCBC Bank, acting as data controller, 
has put in place appropriate safeguards to protect your personal data in accordance with this Data Privacy Notice 
and applicable data protection laws. Such safeguards include, where relevant, contractual commitments such as 
the International Data Transfer Addendum to the EU standard contractual clauses (or equivalent measures). 

7. What are your rights? 

Under UK data protection law, you have the following rights: 

a. Access. You have the right to request a copy of the personal data we are processing about you. For your own 
privacy and security, at our discretion we may require you to prove your identity before providing the requested 
information. 

b. Rectification. You have the right to have incomplete or inaccurate personal data that we process about you 
rectified. 

c. Erasure. You have the right to request that we delete personal data that we process about you, except we are 
not obliged to do so if we need to retain such data in order to comply with a legal obligation or to establish, 
exercise or defend legal claims. 

d. Restriction. You have the right to restrict our processing of your personal data where you believe such data 
to be inaccurate; our processing is unlawful; you have objected to our processing of your personal data and 
the request is pending our verification whether our legitimate grounds override your rights as a data subject; 
or that we no longer need to process such data for a particular purpose unless we are not able to delete the 
data due to a legal or other obligation or because you do not wish for us to delete it. 

e. Portability. You have the right to obtain personal data we hold about you, in a structured, electronic format, 
and to transmit such data to another data controller, where this is (a) personal data which you have provided 
to us; (b) if we are processing that data on the basis of your consent or to perform a contract with you; and (c) 
the personal data processing is carried out by automated means. 

f. Objection. Where the legal justification for our processing of your personal data is our legitimate interest, you 
have the right to object to such processing on grounds relating to your particular situation. We will abide by your 
request unless we have compelling legitimate grounds for the processing which override your interests and 
rights, or if we need to continue to process the data for the establishment, exercise, or defence of a legal claim. 

g. Withdrawing Consent. If you have consented to our processing of your personal data, you have the right to 
withdraw your consent at any time, free of charge. This includes cases where you wish to opt out from marketing 
messages that you receive from us. 

To exercise any of these rights, please contact us as stated in paragraph 11. 

If you have any concerns about our use of your personal data, you can make a complaint to us using the contact 
details in paragraph 11. You also have the right to lodge a complaint with the Information Commissioner’s Office. 
The Information Commissioner’s Office can be contacted as follows: 

 
Telephone: +44 0303 123 1113  

Website: https://ico.org.uk/ 
Address: Information Commissioner's Office 

Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF 
 

8. How do we protect your personal data? 

We have implemented technical and organisational security measures to safeguard the personal data in our custody 
and control. Such measures include, for example, limiting access to personal data only to employees and authorised 
service providers who need to know such information for the purposes described in this Data Privacy Notice as per 
our ‘control access policy’; adopting security protocols on networks and systems; using email security settings when 
sending and/or receiving highly confidential emails; applying physical access controls such as marking confidential 
documents clearly and prominently, storing confidential documents in locked file cabinets; restricting access to 

https://ico.org.uk/
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confidential documents on a need-to-know basis; disposal of confidential documents that are no longer needed, 
through shredding or similar means; using a mode of delivery or transmission of personal data that affords the 
appropriate level of security (e.g., registered post instead of normal post where appropriate); and other 
administrative, technical and physical safeguards. 

While we endeavour to protect our systems, sites, operations and information against unauthorised access, use, 
modification, and disclosure, due to the inherent nature of the Internet as an open global communications vehicle 
and other risk factors, we cannot guarantee that any information, during transmission or while stored on our systems, 
will be absolutely safe from intrusion by others, such as hackers. 

 

9. How long do we keep your personal data? 

We will only retain your personal data for as long as necessary for the purpose for which that data was collected and 
to the extent permitted by applicable laws. When we no longer need to use your personal data, we will remove it 
from our systems and records and/or take steps to anonymise it so that you can no longer be identified from it. 

 

10. How do we deal with children’s privacy? 

We will never knowingly collect personal data from individuals under the age of 18 years without first obtaining 
verifiable parental consent. If you are under the age of 18 you should not provide information to us. If we become 
aware that a person under the age of 18 years has provided personal data to us without verifiable parental consent, 
we will remove such personal data from our files. 

 

11. How can you contact us? 

If there are any questions or concerns regarding this Data Privacy Notice, please contact us as follows: 
 

The Operations Manager 
The Gilbert, 2nd Floor, 40 Finsbury Square, London,  

EC2A 1PX, United Kingdom  
(Registered number BR000981) 

 

12. Which version of this Data Privacy Notice applies? 

This Data Privacy Notice is written in English and may be translated into other languages. In the event of any 
inconsistency between the English version and the translated version of this notice, the English version shall 
prevail. 

We reserve the right to change our Data Privacy Notice from time to time. If we decide to change our Data Privacy 
Notice with substantive amendments, we will notify you of these changes. 

 

Version control: The online version of this document was previously known as “Data Protection Policy - European 
Union General Data Protection Regulation”. 

 


